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Design and research of a chaotic stream cipher based on perturbation

HU Zhi-xiao
( Department of Computer, Hangzhou Dianzi University, Hangzhou 310018, China)

Abstract: One major issue in digital chaotic cryptography is the numerical implementation, because of finite precision effect( FPE). Aiming
at FPE, linear feedback shift register ( LFSR) and one-dimensional logistic map were analyzed first. Then a hybrid encryption algorithm
based them was proposed, both pseudo-random sequences and cipher feedback were used to improve the algorithm. This system can be easily

implemented by both software and hardware, software was taken for example. The simulation result shows that the cipher stream has a good

mathematic character. The cipher system could solve FPE effectively and has a good practical value.

Key words:; chaos; stream cipher; finite precision effect( FPE) ; perturbation; feedback

0 51 &

RS EME RGN — R RENLIY iz 3 . TR
TR G HA W AR 6 vk A A e hs %%
PR R R FME 1B P R A1 T8 1 PR R U
9 1 AR S RIS T T Ak R BE AL R YRl AR
G5 T HAT 13X S REACRAPE IS S BE A% Tk I DR d A S
2E Y FEABLSR . Shannon JEB] T “ — Wk —% " B {4k
FHREATTRER . B RELL—Fh 7 3 — B LTS,
X P74 o BB T A, DI T3 R B e 91 AT L gk
Gy I = A CLEN S I 2T TN & i)
A,

Robert A. J. Matthews F 1989 4% 3 T & { On
the derivation of a“chaotic” encryption ) SRR

%5 B #7:2009 - 07 -22

R T8 527 JHR T — R T8 IE Logistic
SRR MR B 7 %6 o T ECF AL IR 25 A0 2R 49 A Ak
TARVER D B R 555815 R ARG I TGS E 1
B BRI AL A T R AR B, A
TET LA, A BRI BE %W (finite precision effect, FPE)
BOA T i A4 2B Jre RS R) R, YR Y 4 1Y
Az LA SR TR A BRAR FE B 2500 T S B , S o R B
B TSR ALARE BE , 3 A5 AT A R D P 91 e 2R 2
SR, BRI K 27 (o n LR S
BUAG L) , PR 7E A BIRORS B2 09 25 IR Tl & AN AEAE
gt

PHFEHLFF S0 28 Tk BH 2 — e 5 5 70 A 280 ) fp 2
FPE [} )77 ¥ H LA MG il LR IAR AN a8 17 —
ANTEAF L Y B 1 T bl A2 35 5 A 1) 7 B O AT LR
KA 4w (PRNo) , 7 A — A BENL IR S5 5, B LU S+

TEB BT WA (1984 ) 55 BVTAUH A, ERONGHH IS W20 22 2557 A5, E-mail: huzx_1984@ yahoo. com. cn


http://www.a-pdf.com/?product-split-demo

- 64 - Bl H

™ % 21 %

sl AR 3l R B0GE I (B3l ) ) 4150 IR pE B iE
B2, Atk S maR i R G i R R, mo - A IE
ST B D BEHLECR 2B % , B REE ] SR AT R ™
HEDRBERLFE S, 58 20 & E s Bk

ARWFFELE ST BT AH G BRIE 1Y Sl |, 2t — b B T
Logistic W5 L K 2R P S B A v 75 17 % (linear feedback
shift register, LFSR) B3R & OO BEAL T 51 4 2 25 A 53 1%
PR LFSR 7245 m — Jp 4, %R i 5% 4 i o gk
143N, IFAE SRR b B S B ACIRES Ok FL %
SCH R

1 RGAYFRAF A

1.1 ZMRBEBUSESRSSm-F7

AN SR 5 AF A7 ( LFSR) J& 48 X — 28 [ 15t
B, E B R EUE o), a,, 0, a, FIZPER
B, HERBA (e, 0y, ,0,) =c,a, De, ja, D@
cra,, Hre, e 0,1} ,¢, =1, HEHMWME 1 s, n 2%
LFSR X i F 2 4 A 0 4 th 2 R AP 1, LR r <
207 M RS o, | RBA R (2"Y) B a; |
S m FH, B4 H ALY LFSR 4R AE 20t p(x) =1
Ut a" WA LA, LF-
SR B iz W H T A A A v, AR A
PESEI A = A m - P IR R, H A R 4T
MG HE

LEFSR [RICZE 6 R 210 5 T8 AR T Btk A7 4
Mr, X AEAT AR 7 (B A TRl Bty ke T AR 24 &,
PRI 7 L S st A PO A SCRSE IR . % SO 5k
AR TE TS SO S R G0, 5 0 Ji5 18 & i A
T 25 20 43 A s A% SC e it b B MERE . 3T LFSR
V18 288 i 2 it e 4 B 1) T Xt W % 52 B 19 %85 S
YER T 5P A o ARBIE I AR R T BN AR
J5 SCTEARA A

2
+0X +Cx + e, x"

Hith
fanY a VanY VanY yany
A\ A\ A\ A\ U

G G, G, Cia C,

Lo - Lo

1 LFSR (&5t

1.2 Logistic Bk &t

Logistic 52— SRR IR T 2, & AR
i BV AL HH RS B A SEAPE T ' Logistic Mgt
LUNEE:W

X,,, =bX,(1-X,)
A b— =S, be[0,4]

b AEHE )G, FAEERIE X, e [0,1], ATEAUH —
MAERFPIN X, Xy, X TR b E, REE
(1) R BUATR Bk . 7EJT X (0, 1) ARG HLIE —
AEAE R IEARIE X, , 37T 100 A IEACE I , 7
TFIRZ M X, BBIE, 25 b e [2.5,4 1IN, 228 R A9 1&]
AN 2 Pis. mER LIE S, 1E b =3 i, JATTIG
= TR L T 2 AR 20 3 AR 1
+ ORI 22 I L. 7E b =1 + 64k, IR H B
T4 T FERCZ R R R 100 ST H B HOR
B b BTRIBA L, 280 n RS, IR B 27, 1R
G RS A BRI A4, AN AR B b 20—
FRAE :3. 569 945 672+, 4 b >3.569 945 672---H} , {H ik
ATIRIEX . b =4 Bl RGE(1) EMFH X E
B EEA T IR AR RAE -

(1) FEbLPE. 5 b =4 i, Logistic M 764 BR1%
RN E B 3l , B S HAI 8] 19 31 2547 6 8 BE
PLPES .

(2) MUdrE. X RSB BEPLYE BT, HE 2
M EPET R (1) SR, R0 {E X, s X, (EE 7
7€ , BEVHBELME A ERY , XS0 TR TS s A LA

(3) sl Ptk Rz 3l D PR fE R E AR R hE
TE—7E i B N5 B B MU AN 35 ks D) P A RS

(4) MPIER BUENE . BIE X, BRUNEIRE S
BOFHNX, LT A E RS 5

(5) BHAMCRIER . RPN A 5205 | Ef
RO b BAT 5 BAR AL LTS5

1
09 F
08
0.7 F
0.6
05F
04
03F
02
0.1F

0 1 1
25 3 35 4
b

Kl 2  Logistic WS4 s7 K

X,e[0,1] (1)

2 WIS

2.1 ZERBREZMBEK

ARG FZFAE A 2 4> LFSR 5 1 4> Logistic
Wi}, FLE5 RN IE 3 iR o ARIFST R Logistic BRGTFRIK
Ky b =4, LFSRI #HIRA L h m - 341, & i)



53

WG TS RIRME PO S RE B S T £ 65

BT Logistic map YR 2, 142 52 >k H %5 SO = 1t
LFSR2 W F T 77 2E Logistic BRI RI(E . BE RGEH
KBS K 32 7, LFSR1 4R IE 21 P, () =1 +4° +
x4+ x” 4% + 27 LFSR2 RHIEZ TR P, (x) =1 +
o +al o 2N w27 RGN SIR BN 8 1
TN R RS B 7= A B DR S
AT BN computer, MEFEFAFER NS 1.3 5.7
i cmue, #% ASCII A fighd , HASH 2 0x636D7565 1Ny
LFSR1 (PR Ly BERRFAF R 05 2.4.6.8 {if
optr, HoAi {H Ay 0x6F707472, 4 2 LFSR2 (1) 4] i AR 2
L'y B0 16 A —{EHF 5, SR E KR LA 21580 (0,1) |
FRI/INEC AR Logistic WU HIRIME X,

Logistic map HASCIR M
D—m ok —D HLC
Hhsh gz ‘
i

K3 I RGHILHE

2.2 HiEHR

(1) W ALIEEH K, 1858 Ly 5 X5

(2) LFSR1 #&4z, F=rE P8 1 1)

(3) Logistic BRETIEAR, A8 5 {2, ;

(4) PABHR k=1, @ x,;

(5) AT S ¢ =m; @k

(6) %5 SCRU W MR 32 o7 % SCHK UK HE A LFSR1
IZEL a, BAF;

(7) n, IIEACIT , B LFSR1 1 24 Btk 25 5% 1k 2k
[0,1] L//NEAVE R —48 Logistic B RIE X,

(8) M & i fe, o

Hep L, 5 X, i 2.1 T80 0 % Hw bh e ik
#3%), LFSRI H i 5t R AR B 3T 50 {1}, 2ok
g GES:S SN RED) n, W6 — 2 19 5,
FLARNE 2 ) Sk 11 ]

LB W S HEAE T O BEHLT 510 T 2% G I i 5%
M, FAESLEAR T, ARBFZE AT U N #AE S —%5 n, {7
Pl se G AT % SO st # M R F dh i R r s 1 A
OSCEHURR L HE A QB 1 TR B9 LESR1 S 4BA A1 H iY
A a) RS T B EZ T 32 K, HE
LFSR1 frfy 32 {3 2403 th % SO AR, 58 R A T
B s 5 IR, p EE s i 7 A — A~ B AL ] 2, R s
LFSR1 1 32 i ZHCYAPIRASFZ AR 2. 1 55239 Logis-
tic BRESHIUR AL A k5 AL B[ 0,1 ] - A/ N T
X, , [EIEHC SR IEAR KB ng , BCJE BERRET ] ¢ 25474 ] 45

P RAFEAREUT I {1, | o

N T AR GEPERE AR 910087, A BE A
Logistic BT AEAREIR X, 5460 0 -1 FP51 x|
i, BIAA AT AR R T(X) | HRE SR 2R -

on-1_1

x;,=T(X,) = ) (2)

Kb n—ERIERE 0 >0500, 07,15 ,--—[0,1 ] X[
() 2n ASFELEN S 53 X ] X B n = 16,

HFRMEFIE S X, A RAFH NG TR,
DA A o, | AERRE - HA AT 0 — 1 LA §-like
(R AR S0 BB Ge i e . AN R TR R i o
%, W AR S e MR, REAESS n, YRR
PEATAHISE B4 A B BT, FE S n, S AT 2 S At B
EI[lz-l}] i

3 B Kk e o Hr

SCHRL12 ]38 T ARSI m — FF 50483 T i
IRA P2 B A I, A8 IR 5 P S0 8] T,
m — PSR P SRR G Q W/ N AR,
BE7=[P,Q], T Him I Logistic WSt i) i i
16 L, it 1< Q<2 -1, P =2% -1, [Nt
HE PR UL T2 —A B9 KA ECT, o AR O 2
Y PEQERMT, YUK, X RAT 5 S
BRSO o

ARFE C++ AU S, FSL I 45 R th A
T HH SC A “ Chaos-based cryptography ( sometimes called
‘ chaotic’ cryptography) has been around for more than a
decade by now. During this time of foundation and devel-
opment, it came to mean different things, mostly depen-
ding on the implementation. ” , 2395 % 4] N security, Jill
R R SCARUNIE 4 Frs

ME? v 1| 78K LY mosM70 B d 23— &/ 1P F1E y? TiNlc E7
BRI MBEERE 2 BB 29 B P M BIFGPBEXIn, BN
BRAR R BT SR405: IR0 K 38 el B quF=5 £ 4{1 85 G M-

REK4 208 B vl 22 ViR

B4 e g SeAs

BRI SO AT RIS R . W VRSO AT
RREI O 235, 735 Geit Hrf i 0 1 N5 S5 2R B S
1A% 873, BI3C 0 A9 E 1 007, %30 1 B %947,
WO MR 933 WIUFIVAB T RAFH 0 -1 2
.



. 66 - HL i

™ % 21 %

WM R G — AR IR, O T
SO B — i, AT T A R ok AT R
IR o WASCO A AN SO A 3 Sl a5 (P 6 i, Heh
REARARFR R SCF AP 5, A bs AT 1Y
ASCIT BB E. AR LAZE 21, W SC7 45 89 A5 (6 A X 45
B AR R LE (A DX [R] , 1 8 ST AT A RS (EL A
o), LR B A E X (0 ~ 255) , 3 HAN A A W]
SCFAFFP IR SR S, SRR I 1 4% 5 73 1)
MERE IR F] T HAH RCR .

130
1200

110 Lowel T

100 fo e
9
80
70
60
50
40 F ..
30 by
0 50

ASCIIfS{E

100 150 200 250
WISCEARIT S
KSs WIS A

300

250 .
ook o e

150f

ASCIIig{E

100 B

50 F

0 50 100 150 200 250
WIS A5 )75

K6 3R

AWIFE IR BEAT A e B o AE SR I B A 23
Y] security, TGS RANE 7 Pros o o4 1 I SO0
W HURRR B A R IR B N securitx, BI
Y] T HALE 64 (i YR — ik 1 % 0,
HAx 63 AV, Fris By fif 8 SCAR I 8 frs , 45 2R S
WSO8 AN, AT 22 Tl 2 b, Fe 00 R I 1 s 2
GER PR U

0%3 1 4BEUER? 8§

unete3t B8 20 E 1B 90K HEE 7

3&?1.‘877%_){'{1\5?;}?3 A (A1538 5 SEE9 100

K8 N2 B PR B TS

4 ZERIE

S B0 5 W 114 O FHE A Gn e s PG R 1) DR BEATL) 7
Gl SIRME RS, R, A5 L) LESR 5 Logis-
tic SR SRy 5], R TR 5 i 2 AL G i e A G, 4R
H—F m - R EIE S TR Il S i i A . X %
B B ST ST e T R I, 45 SR SR I
PGSR AT B B 2 BE R . AT LAKRSE
IR 128 B R 52 ) S 3 A (] R e A 5 B Y
LT ANFELE, PRI 22 G0 A B 14 S BB A — 8 I S
M. FEEEAR X m MR IR T R 48 5 th LT
G 77 A AR I R 23 T 50 43 Hb B v 4% ik 8 1R R
TG b A RS TR T 91 B 2 () R

2% X #k ( References) :

[1] KOCAREV L, JAKIMOSKI G, STOJANOVSKI T, et al.
From chaotic maps to encryption schemes[ J]. Pro. IEEE
Int. Sym. CAS,1998(4).514 -517.
(2] XKL RMEEE AL RE b Ry [T]. Bl A
Fi A 2008,37(12) :82 — 84
(3] E #, AR TR PID $2 5] 2 b i 22 )
RGHIFE[J].2008,37(3) ;22 -23.
[4] SHANNON C E. Communication theory of secrecy system
[J]. The Bell System Technical Journal, 1949 ,28 (4) .
656 —-715.
[5] MATTHEWS R. On the derivation of a “chaotic” encryption
algorithm[ J]. Cryptologia, 1989 ,XIII(1) ;29 -41.
[6] KOCAREV L. Chaos-based cryptography: a brief overview
[J]. IEEE Circuits and Systems,2001,1(3) :6 —21.
[7] AMIGO J M, KOCAREV L., SZCZEPANSKI J. Theory and
practice of chaotic cryptography [ J]. Physics Letters A,
2007,366(3) ;211 - 216.
(8] J 4. AN AMRNEERIERSE sk LT].
B2 4,1997,25(7) 195 - 97.
(9] FTFE. THELALE I 2 — I S 45 h i s (% 5 %
[ M]3 . dbst: AR H R, 2003.
[10]  XBZHIL, AL AR, BT Logistic BRSHE TN B % m it
ST R A SRR AR, 2004,27 (4) <61
-63.

(1] EAA, HRA. —FEE TR MNP A B A% ]. it
B ,2002,25(4) 2351 - 356.

[12] et R o it 5o [ D). SR E R
REETHEEALBE ,2004.

[13] WIRENI, Fok o, WIMAR, 25, PRI TR 7E — 4 L
W FHERE R B [T ] B2 LB, 2009,27 (1) 46 —49.

(R



